
Malware Analysis



According to NIST Special
Publication (SP) 800-83:

“Malware is a program that is
covertly inserted into a system with
the intent of compromising the
confidentiality, integrity or
availability of the victim’s data,
applications or OS”

Malware: Definition



01 Modify, delete files

Steal personal information/Login
credentials

Spy on user activity & capture
screenshots

02
Slow down/Degrade system
performance

03

04 Send spams & commit frauds

05

06
Make target system a part of
botnet

Malware: Adverse Impacts



HowMalware Enters?
Instant messenger applications like WhatsApp, Instagram, LinkedIn

Portable Hardware Media/Removable devices like USB flash drives - Enabled autorun function makes a system
vulnerable

Browser & Email software bugs - using outdated versions

Unpatched software stealing of confidential files & company credentials

Access untrusted sites and download free web application/software

Network propagation due to inappropriate network security and vulnerable network protocols

Email attachment: Email header and sender’s email not legitimate

File sharing services such as NetBIOS, FTP, SMB etc. are open

Connecting to open Bluetooth & Wireless Networks

Compromised supply chain



Malware: Components



Spread between computers

VIRUS

Malware: Types

Spread between computers
in one copany or location

WORM
Sneaks malware onto your

computer

TROJAN
Steals your data
SPYWARE

Spams your Ads

ADWARE

Encrypts files and
blackmails you

RANSOMWARE
Operates in your system’s

memory

FILELESS
MALWARE Gives remote access to

your device

ROOTKIT
Turns on your PC into a

puppet

BOTNET
Records user activity
KEYLOGGER



•Generates unsolicited pop ups

•Display advertisement while the
program is launched

Malware Type: Adware

Impacts



01

02

03

Obtains unauthorized access &
remains in the network for a long time

Persistently contacts an external C2
center

Well-craftedmalicious code with
multiple zero-day exploits

Malware Type: APTs

04

Exploits specific vulnerability

05

06

07

Sophisticated C2 obfuscates itself and
avoids detection

Highly targeted. For example,
military institution

Exfiltrate sensitive information08

Bypass checks of AV, Firewall, IDS/IPS,
spam filters etc.



Malware Type: Trojan



Trojan: Types



Transmitted through Email attachment, downloads & infected USB drive

Attaches itself to an executable system application program

Infects other system only with assistance of a user

Usually targets source code, batch file & script file

Transforms, Encrypts & Replicates itself

Alters data and corrupts files, programs

Boot sector virus executes the code before the PC is booted

Malware Type: Virus



1. Malware that replicates, executes and spreads across the network
independent of human intervention.

2. Consume resources and degrades system performance. Subsequently,
the device may stop responding

3. Worm may also carry payloads to install backdoor on the target and/or
turn them into bots.

4. Alters system settings to remain active and continuously exfiltrate data
from infected device.

Example - Stuxnet infected the SCADA systems at Iran’s nuclear power
plant

Malware Type: Worms



Malware Analysis





Analyze code, instructions or executable binary without actually executing

Determine themalicious part of the sample/programwith help of tools

Collect information w.r.t functionality, technical pointers or simple signatures of themalware

Technical Pointers - File name, hash, file type, file size etc.

Advised to perform static analysis in a controlled environment because somemalwares
performmalicious activities even without installation

Findmalicious behavior by analyzing the data structure, function calls, call graphs etc. of a
given binary executable. This is mostly manual

Find exploit packing technique and dependencies

Static Malware Analysis



Static Analysis: File Fingerprinting

Cryptographic hash value of a given binary code is used to uniquely identify
the malware.

Fingerprint can identify similar programs from a database.

Won’t help with encrypted or password secured files, images, audio etc.

MD5, SHA1 and SHA2 are most commonly used.

Tool - HashMyFiles, a free GUI based tool available at https://www.nirsoft.net



Tool: HashMyFiles



Static Analysis: Malware Scan

Choose file

VirusTotal is a free service that analyzes
suspicious files, calculates hash and compares
them online and offline with malware database to
determine the existence of recognized malware
code.

Generates report that provide the total number of
AV engines that have marked the file as malicious,
the malware name, type of file, entry point, target
machine, IP address accessed etc.





Static Analysis: String Search

01

02

Every program has strings which can communicate
information aboutmalicious intent

Various strings representing malicious intent such
as reading internal memory or cookie data, may be
embedded in the compiled binary code

03

04

For example, a programmay access a particular URL

Tools such as BinText can extract embedded strings
from an executable file. It can scan and display both
ASCII & Unicode strings. It copies all strings to text
file for searchingmalicious strings.







Static Analysis: Identify Obfuscation

01

02

Attackers compress, encrypt &modify themalware
executable files to avoid detection

This complicates our attempt of RE

03

04

PEiD is a free tool which is used to find the Packer, Cryptor
& Compiler used for PE executable file. Finding packer will
ease the task of unpacking the code.

It can identify signature associated with over 600
different packers & compilers

05 Detect it Easy (DIE) is an application used for determining type
of files. It is available for Windows, Linux &macOS.





Static Analysis: PE Information

01

02

PE is a file format that Windows OS use for
executable files

PE format contains header and sections that store
metadata about file and codemapping in an OS

03

04

PE of a file contains instructions & program code,
import/export information, programs global data,
resources such as icons, images, menus, strings etc.

Tool: PE Explorer tools allow us to Reverse Engineer,
open, view, edit a variety of 32-bit windows
executable file types





Static Analysis: ELF files
ELF is a general executable file format in LINUX

Displays info about ELF
objects and extract
static artifacts from ELF
executable such as
functions and variables
used in source code.

readelf -s
<malware-sample>

Identify ELF executable
file header. Determine
file architecture and
machine for which file
is designed to run

readelf -h
<malware-sample>

Identify program
headers in ELF
executable file. Reveals
memory layout of the
binary code and helps
determine whether ELF
executable file is
properly packed or not.

readelf -l
<malware-sample>



Static Analysis: File Dependency

01

02

Find information about libraries & file dependencies as they
contain information about run time requirements of an
application.

File dependencies include linked libraries,
functions and function calls.

03

04

Kernel32.dll, Advapi32.dll, User32.dll etc. are some standard
DLLs

Tool: Dependency Walker lists all dependent modules of an
executable file and builds hierarchical tree diagram.

05 It also records all the functions of each module’s exports
and calls





Static Analysis: Malware Disassembly

01

02

03

Converts raw binary instructions into
assembly code

Identify system calls, API
imports, and encryption routines

Malware is examined without executing it,
reducing the risk of infection

04

05

07

Examining the entry point, function calls, and
loops helps determine if themalware
performs keylogging, network
communication, or privilege escalation.

Tools: IDA Pro, Ghidra etc

Unpack & reverse-engineering obfuscation





Dynamic Malware Analysis

Malware file is actually executed in an isolated environment so that it does not propagate to
production environment.

System Baselining

Take snapshot of system before executing the malware and compare with system’s state
after executing it.
Help understand changes that malware has made across the system.
Check file system, registry, open ports, network activity etc.

Host Integrity Check

Port monitor
Process monitor
Registry monitor
Start-up program monitor etc.



Dynamic Analysis: Port Monitor
Malware may try to access a particular port and try to establish connection with remote C2 Center

Port Monitoring Tools:

TCPView

1.Free tool developed by
Microsoft. It is used to monitor

real-time TCP & UDP
connections on a Windows
system, showing details like

remote/local addresses, ports,
and process associations.

1.Free tool developed by
Microsoft. It is used to monitor

real-time TCP & UDP
connections on a Windows
system, showing details like

remote/local addresses, ports,
and process associations.

Netstat - Windows
command line utility





Dynamic Analysis: Process Monitor
Identify and understand the process that malware initiates after execution
Observe child process, associated handles, loaded libraries, functions and
execution flow of booth time processes.
Compare the processes before and after execution.

Tool: Process Monitor
Reliably captures process details, including image path,
command line, user and session ID
Captures tens to millions of events and GBs of log data





Dynamic Analysis: Network Traffic Monitor
Capture network traffic and analyze it carefully

Tools: Wireshark, CAPSA Network analyzer, PRTG Network Monitor, Solar Wind NetFlow Traffic Analyzer

















1.3.4 KnownMalware Check

Requirement:

Vendor shall submit Software Test Document (STD) of the network product proving
that the network product is free from knownmalware/spyware to lab for scrutiny

The test document may comprise of:

Introduction1.
Test Objective2.
Test Scope3.
Testing Methodology4.
Result Summary5.
Conclusion6.
Recommendations7.






